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ABSTRACT

on the KDD CUP 99 dataset by Kayacik et al. [1] investigates the relevance of each feature in KDD 99 intrusion
detection datasets(there are 41 in total). In the KDD CUP
dataset, a total of 23 diﬀerent attack types are present and
the most discriminating features for each class are presented
in [1]. However, the sets of discriminating features presented
in [1] are not accurate enough. At ﬁrst we carried out some
preliminary experiments on their proposed approach for determining the most discriminating features and accordingly
found the necessities of developing a systematic approach
to select the features more eﬃciently. We present a new
Categories and Subject Descriptors
method of ﬁnding out the most important features of the
C.2 [COMPUTER-COMMUNICATION NETWORKS]: dataset for each attack type and ﬁnally present a machine
learning IDS which needs to be trained once on the training
GeneralSecurity and protection; C.2.0 [General]: Security
data and can then successfully classify incoming packets as
and protection
either normal or attack packets. The organization of the
paper is as follows:
In this paper, we develop an intrusion detection system
(IDS) based on machine learning. We employ genetic algorithm (GA) along with Support Vector Machine (SVM) for
automatically determining the appropriate set of features.
The idea is then developed into a fully functional IDS. Experiments of testing the IDS on the benchmark KDD CUP
99 datasets are presented. Results show encouraging performance that opens a avenue for further research.

General Terms

Section 2 describes other machine learning approaches
used in making an IDS. Section 3 describes the method
used in [1] to ﬁnd out the most discriminating features of
the datasets. Section 4 provides a brief overview of genetic
algorithm (GA) and Support Vector Machine (SVM). In section 5, we present our method of ﬁnding out the most discriminating features of the datasets. Section 6 provides the
results that we obtained. Section 7 ﬁnally throws some light
on our IDS. Section 8 is the concluding section and future
work is discussed in that.

Network Security
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1.

INTRODUCTION

KDD 99 intrusion detection datasets, which are based on
the DARPA 98 dataset, provides labeled data for researchers
working in the ﬁeld of intrusion detection and is the only labeled dataset publicly available. These datasets have been
used by various researchers in intrusion detection competitions to study the utilization of machine learning for intrusion detection and reported detection rates up to 91%
with false positive rates less than 1%. The seminal paper

2. RELATED WORK
Over the past few years, researchers have been divided on
two diﬀerent perspectives of solving the problem of intrusion
detection.
• Converting the problem into that of a classiﬁcation
problem on network state (and not on individual packets or other units) by modeling normal and attack trafﬁc and classifying the current state of the network as
good or bad, thereby detecting attacks when they happen. Classical machine learning algorithms are used to
solve the problem
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• Cryptographic solutions like client puzzles which discourage attack attempts.

566

Various methods have been proposed to accomplish the above
objective. They include statistical approaches, like [2], which
proposes a Chi-Square-Test on the entropy values of the
packet headers. In [3] authors discussed the eﬀects of multivariate correlation analysis on the DDoS detection and presented an example of SYN ﬂooding. The covariance matrix
is used to present the relationship between each pair of network feature and identiﬁes attacks in [4]. In [5] the CUSUM
algorithm is used to detect the change in the amount of packets to destination. Diﬀerent other techniques taken from
pattern analysis and machine learning have also been proposed in literature. For example, Markov Models [11] consider application layer DDoS attacks and use hidden semimarkov models to describe browsing behavior of users for
anomaly detection at the application layer. Hybrid modeling techniques such as [12] also provide interesting results.
Hidden Markov Model based DoS attack solutions have also
been proposed in [13]. A taxonomy of DDoS attacks and
defence mechanism has been documented in [14]. Recent
works [15] have discussed use of bayesian classiﬁers towards
intrusion detection in general, which includes DoS attacks.
A clustering algorithm is used to solve the same problem
in [16] to build an IDS using KDD data. A combination of
Principal Component Analysis (PCA) and SVM is used in
[17] to build an IDS.
In these works, DoS attacks have been classiﬁed to fall into
the broad category of Intrusion attacks, and so solutions
have been oriented more towards formal intrusions, including root escalation, scripting attacks etc. A major factor
that is often missed by classifying DoS attacks into intrusion attacks is the enormous volume that DoS detection
solutions have to handle in comparison with intrusion attacks. This fact straightaway diﬀerentiates DoS attacks from
other types of intrusion, and renders learning models such
as SVMs, HMMs, ANNs impractical when it comes to real
time attack detection. The detection mechanism is expected
to be ultra light weight to support speeds in the order of at
least a few hundred Mbps. This is also well complimented
by the fact that the very nature of DoS attacks (the system can absorb some attack traﬃc unlike intrusions) makes
it detectable using simpler notions than the ones which use
input parameters of models described above. Another practical drawback of supervised/unsupervised learning models
for DoS detection is the accuracy of (supposedly normal)
traﬃc supplied to learning. In practical user sites, it is a
very diﬃcult proposition to be fully conﬁdent that the input to learning is absolutely normal. The system may cause
false alarms if traces of the training traﬃc contained abnormalities. For making practical systems out of research
outcomes, additional work has to be done to eliminate considering such abnormalities which may be present in traﬃc
supplied to learning.
Another common problem to the entire research community
on DoS attacks is the lack of training data. The DoS research
community depends extensively on standard datasets (KDD
dataset [18])for the purpose of learning and analysis, which
are better suited to analysis of intrusion attacks.
So a practical system using any machine learning algorithm
to detect DoS attacks should be carefully engineered to be
a) Light weight; b) Accommodative of practical diﬃculties

in learning. Diﬀerent systems for DoS detection and mitigation have diﬀerent approaches to the problem based on their
position in the network. The system could be placed either
near the target, or the source, or anywhere at an intermediate point in the network[9].
The problem in [16] is that it provides a very low accuracy
of classiﬁcation which is unacceptable by today’s standards.
However, it is one of the simplest approaches to building an
IDS using machine learning. A major drawback of [17] is
that by using PCA, we are distorting the original data and
thus, this approach will not be scalable to any other dataset
other than KDD, or for that matter, any dataset on which
we run our algorithm. Even if we want to add a new feature
in the KDD dataset to analyze its eﬀect on the classiﬁcation, we would be left handicapped and would have to run
the entire algorithm again.

3. ORIGINAL METHOD
Kayacik et al[1] in their work, use an approach based on
information gain. Based on the entropy of a feature, information gain measures the relevance of a given feature, in
other words its role in determining the class label. If the
feature is relevant, in other words highly useful for an accurate determination, calculated entropies will be close to
0 and the information gain will be close to 1. Since information gain is calculated for discrete features, continuous
features are discretized with the emphasis of providing sufﬁcient discrete values for detection.
Information gain is calculated for class labels by employing a binary discrimination for each class. That is, for each
class, a dataset instance is considered in-class, if it has the
same label; out-class, if it has a diﬀerent label. Feature
relevance is expressed in terms of information gain, which
gets higher as the feature gets more discriminative. In order
to get feature relevance measure for all classes in training
set, information gain is calculated on binary classiﬁcation,
for each feature resulting in a separate information gain per
class.

4. OVERVIEW OF TECHNIQUES USED
4.1 Genetic algorithm
A genetic algorithm [9] is basically a search method for
ﬁnding the optimal or near-optimal solutions in a reasonable amount of time. Note that the solution returned by a
genetic algorithm is almost never optimal, it is close to optimality. However, searching through all possible solutions
for the optimal one would take an unacceptable amount of
time as opposed to a genetic algorithm.
GA’s begin with a set of k randomly generated states, called
population. Each state, or individual, is represented as a
string over a ﬁnite alpabet-more commonly, a string of 0’s
and 1’s. This representation of an individual is called a chromosome.
For the production of next generation of states, each state is
rated by the ﬁtness function. A ﬁtness function should return higher values for better states. The genetic algorithm
then proceeds in several steps:
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4.2 Support Vector Machine
• Selection
In a common form of selection, known as ﬁtness proportional selection, each chromosome’s likelihood of
being selected as a good one is proportional to its ﬁtness value.The alteration step in the genetic algorithm
reﬁnes the good solution from the current generation
to produce the next generation of candidate solutions.
It is carried out by performing crossover and mutation.
• Crossover
Crossover may be regarded as artiﬁcial mating in which
chromosomes from two individuals are combined to
create the chromosome for the next generation. This
is done by splicing two chromosomes from two diﬀerent solutions at a crossover point and swapping the
spliced parts. The idea is that some genes with good
characteristics from one chromosome may as a result
combine with some good genes in the other chromosome to create a better solution represented by the
new chromosome.
• Mutation
Mutation is a random adjustment in the genetic composition. It is useful for introducing new characteristics in a population; something not achieved through
crossover alone. Crossover only rearranges existing
characteristics to give new combinations. For example,
if the ﬁrst bit in every chromosome of a generation happens to be a 1, any new chromosome created through
crossover will also have 1 as the ﬁrst bit. The mutation operation changes the current value of a gene to
a diﬀerent one. For bit string chromosome this change
amounts to ﬂipping a 0 bit to a 1 or vice versa. And
each bit has a mutation probability of being ﬂipped.
A genetic algorithm pseudocode is presented below:
Algorithm 1 Genetic Algorithm
Require: population, a set of individuals
FITNESS, a function that measures ﬁtness of an individual
Ensure: near optimal individual
while no individual is ﬁt enough do
newpopulation ← emptyset
for i ← 1 to SIZE(population) do
x ← SELECT (population, F IT N ESS)
y ← SELECT (population, F IT N ESS)
child ← REP RODU CE(x, y)
if small random probability then
child ← M U T AT E(child)
end if
add child to newpopulation
end for
population ← newpopulation
end while
return the best individual in the population, according
to FITNESS
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Support Vector Machine [8] is a new technique for data
classiﬁcation which is proposed by Vapnik and based on Statistical Learning Theory. SVM is a common learning method
suiting for small size example set. It ﬁnds a global minimum of the actual risk upper bound using structural risk
minimization and avoids complex calculation in high dimensional space by kernel function. In essence, SVM trains itself
on a labeled training ﬁle and builds a model and then classiﬁes test data according to the built model.
Suppose, we have a set of training data for a two-class
problem: {(x1 , y1 ), . . . , (xN , yN )} , where xi ∈ RD is a
feature vector of the i-th sample in the training data and
y ∈ {+1, −1} is the class to which xi belongs. In their basic
form, a SVM learns a linear hyperplane that separates the
set of positive examples from the set of negative examples
with maximal margin (the margin is deﬁned as the distance
of the hyperplane to the nearest of the positive and negative
examples). In basic SVMs framework, we try to separate
the positive and negative examples by the hyperplane written as:
w ∈ Rn , b ∈ R.

(w.x) + b = 0

SVMs ﬁnd the “optimal” hyperplane (optimal parameter
w, b) which separates the training data into two classes precisely.
The linear separator is deﬁned by two elements: a weight
vector w (with one component for each feature), and a bias
b which stands for the distance of the hyperplane to the
origin. The classiﬁcation rule of a SVM is:
sgn(f (x, w, b))

(1)

f (x, w, b) =< w.x > +b

(2)

being x the example to be classiﬁed. In the linearly separable case, learning the maximal margin hyperplane (w, b) can
be stated as a convex quadratic optimization problem with
a unique solution: minimize ||w||, subject to the constraints
(one for each training example):
yi (< w.xi > +b) ≥ 1

(3)

The SVM model has an equivalent dual formulation, characterized by a weight vector α and a bias b. In this case, α
contains one weight for each training vector, indicating the
importance of this vector in the solution. Vectors with non
null weights are called support vectors. The dual classiﬁcation rule is:
f (x, α, b) =

N


yi αi < xi .x > +b

(4)

i=1

The α vector can be calculated also as a quadratic optimization problem. Given the optimal α∗ vector of the dual
quadratic optimization problem, the weight vector w∗ that
realizes the maximal margin hyperplane is calculated as:
w∗ =

N


yi α∗i xi

(5)

i=1

The b∗ has also a simple expression in terms of w∗ and the
training examples (xi , yi )N
i=1 .
The advantage of the dual formulation is that eﬃcient
learning of non-linear SVM separators, by introducing kernel
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functions. Technically, a kernel function calculates a dot
product between two vectors that have been (non linearly)
mapped into a high dimensional feature space. Since there
is no need to perform this mapping explicitly, the training is
still feasible although the dimension of the real feature space
can be very high or even inﬁnite.
By simply substituting every dot product of xi and xj
in dual form with any kernel function K(xi , xj ), SVMs can
handle non-linear hypotheses. Among the many kinds of
kernel functions available, we will focus on the d-th polynomial kernel:
K(xi , xj ) = (xi .xj + 1)d
Use of d-th polynomial kernel function allows us to build an
optimal separating hyperplane which takes into account all
combination of features up to d.
Support Vector Machines have advantage over conventional statistical learning algorithms from the following two
aspects:
1. SVMs have high generalization performance independent of dimension of feature vectors.
2. SVMs can carry out their learning with all combinations of given features without increasing computational complexity by introducing the Kernel function.

5.

FEATURE SELECTION

The performance of any classiﬁcation technique depends
on the features of training and test data sets. Feature selection [10, 6], also known as variable selection, attribute selection or variable subset selection, is the technique, commonly
used in machine learning, of selecting a subset of relevant
features for building robust learning models. By removing
most irrelevant and redundant features from the data, feature selection helps to improve the performance of a classiﬁer. Feature selection [7] is important for the following reasons (i). to alleviate the eﬀect of the curse of dimensionality,
(ii). to enhance generalization capability, (iii). to speed up
learning process and (iv). to improve model interpretability.
Appropriate feature selection is very important for any classiﬁer. Use of more features may create the problem of loss of
generalization whereas use of less features sometimes causes
degradation in classiﬁcation quality. Feature selection also
helps people to acquire better understanding about their
data by telling them which are the important features and
how they are related with each other.
In general, feature selection problem is formulated under
the single objective optimization. It is stated as follows:
Given a set of features Ω and a classiﬁcation quality measure P , determine the feature subset F ∗ such that:
P (F ∗ ) = max P (F )
F ∈Ω

In general the search space for this type of problems is
2d , where d is the total number of possible features. Thus,
exhaustive search strategies can not be applied in this case.
Some heuristics based techniques like GA [9] can be used to
search for the appropriate feature combination.

6.

OUR METHOD

In Section 3, we outlined the approach employed by Kayacik et. al. in ﬁnding the most discriminating features for
classiﬁcation for each attack type. For each attack type, they
found out the information gain per feature. The greater the
information gain, the most discriminating that feature is.
Thus, they sort features based on the information gain and
keep all features above a threshold limit in their discriminating set. However, this approach has a serious ﬂaw. Kayacik
et. al. only consider features in their singularity. However,
it is quite possible that the combined eﬀect of 2 or more
features would have a more discriminatory eﬀect on classiﬁcation than features in singular. We wanted to exploit this
weakness in their paper and see if we can improve the classiﬁcation accuracies.
We had several tools at our disposal such as Principal Component Analysis(PCA) and Genetic Algorithm(GA) in order
to ﬁnd out the most relevant features of the KDD CUP 99
data. However, using PCA involved the overhead of losing
the original data in order to get our data into lesser dimensions. We would have to transform our data into new, less
dimensional data while using PCA. We did not want that to
happen, because in the future, we might want to add new
features in the KDD dataset and see whether the new feature comes up as a discriminatory feature. So, modifying
the data was out of the question. Hence, we opted to use a
genetic algorithm in order to ﬁnd out the most discriminating subset of features. In order to classify the data, support
vector machine based classiﬁcation technique is used. Thus
we have developed a new technique based on GA coupled
with SVM to identify relevant features for any intrusion detection system.

6.1 Proposed GA Based Feature Selection Technique
In this section, we describe our proposed single objective
optimization (SOO) based feature selection approach. It
identiﬁes the relevant sets of feature for SVM based classiﬁer. The proposed approach is based on GA [9] that closely
follows those of the steps as shown in Figure 1. The pseudo
code of the proposed algorithm is presented in Figure 2.

6.2 Chromosome Representation and Population Initialization
If the total number of features is F , then the length of
the chromosome is F . As an example, the encoding of a
particular chromosome is represented in Figure 1. Here,
F = 12 (i.e., total 12 diﬀerent features are available). The
chromosome represents the use of 7 features, i.e., ﬁrst, third,
fourth, seventh, tenth, eleventh and twelfth for constructing
the particular SVM based classiﬁer. The entries of each
chromosome are randomly initialized to either 0 or 1. Here,
if the ith position of a chromosome is 0 then it represents that
ith feature does not participate in constructing the classiﬁer.
Else, if it is 1 then the ith feature participates in constructing
the classiﬁer.
If the population size is P then all the P number of chromosomes of this population are initialized in the above way.
The KDD CUP 99 dataset has 41 features in total. Thus
the chromosome in our genetic algorithm is 41 bits long.

6.3 Fitness Computation
We use SVM for this purpose. For each subset considered,
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Figure 1: Chromosome representation for GA based
feature selection
we take the 10 percent labeled KDD dataset and used that as
the test ﬁle. The remaining 90% data is used as the training
set. The following steps are performed for each chromosome.
1. Suppose, there are N number of features present in a
particular chromosome (i.e., there are total N number
of 1’s in that chromosome).
2. Construct the SVM based classiﬁer with only these N
features.

Algorithm 2 Feature discriminator
Require: data set: KDD 99 dataset
numgen: number of generations to run the GA
POP SIZE: size of the population
μm : probability of mutation
μc : probability of crossover
Ensure: most discriminating subset of features
initialize the chromosomes of the population randomly
while numgen ≥ 0 do
for i=1 to POP SIZE do
decode the feature subset encoded in chromosome i
newKDDf ile ← T RIM (KDDf ile)
SV M T RAIN(newKDDF ILE)
F IT N ESS(S) ← SV M T EST (S)
end for
apply mutation, crossover, selection
select the best chromosome with respect to ﬁtness
end while
return the best individual in the population, according
to FITNESS

3. The SVM based classiﬁer is tested on the test data.
4. The overall error rate of this SVM based classiﬁer is
calculated.

actually work ie. does our method actually reduce the error
rate for classiﬁcation by SVM.

The objective function corresponding to a particular chromosome is:
f = error rate
The objective is to minimize this objective function.

So ﬁrst of all, we used all 41 features and used this KDD
ﬁle to train SVM and then used a test ﬁle to ﬁnd out the
accuracy of classiﬁcation. Then we fed the ﬁle into the genetic algorithm. If the error rate of classiﬁcation of the best
subset given by GA is lessser than the original error rate,
then that would mean that our method is working well.

6.4 Genetic Operators
Roulette wheel selection is used to implement the proportional selection strategy. We use the normal single point
crossover [9]. As an example, let the two chromosomes be :
P 1: 0 1 1 0 0 0 1 0
P 2: 1 1 1 0 0 0 0 1
At ﬁrst a crossover point has to be selected uniformly random between 1 to 8 (length of the chromosome) by generating some random number between 1 and 8. Let the crossover
point, here, be 4. Then after crossover, the oﬀsprings are:
O1: 0 1 1 0 0 0 0 1 (taking the ﬁrst 4 positions from P 1 and
rest from P 2)
O2: 1 1 1 0 0 0 1 0 (taking the ﬁrst 4 positions from P 2 and
rest from P 1)
Crossover probability is kept equal to 0.9.
Each chromosome undergoes mutation with a probability
0.2. Here, the value present at each position in a chromosome is ﬂipped, i.e., if it initially contains 1 it will be replaced
by 0; if it contains 0 it will be replaced by 1.

6.5 Termination Condition
In this approach, the processes of ﬁtness computation, selection, crossover, and mutation are executed for a maximum
number of generations. The best string seen up to the last
generation provides the solution to the above classiﬁer ensemble problem. Elitism is implemented at each generation
by preserving the best string seen up to that generation in a
location outside the population. Thus on termination, this
location contains the best classiﬁer ensemble.

7.

RESULTS

Collection of results was completed in several phases. First
of all, it was veriﬁed whether our proposed method would
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The results are reported in Table 2. This table shows that
error rate after application of GA reduced by 9%. This
supports the use of GA for feature selection of SVM based
classiﬁer.
Once the validity of the method was established, we went
on to establish the most relevant features for each attack
type. For that, we created a new training ﬁle for each attack type. For each attack type, say smurf, we would relabel
the entire ﬁle in the following way: Each connection record,
which was labelled as smurf, was labelled as 1. All other
records were labelled as 2. Then this ﬁle would be used in
our GA to ﬁnd out the most relevant subset of features. For
the purpose of comparison we have also created another sets
of training and test ﬁles of KDD keeping only the features
identiﬁed by [1] for a particular attack type. SVM is trained
with the corresponding training ﬁle and tested with the test
ﬁle. Error rates are calculated. These are compared with
those obtained by our proposed method. Table 3 shows the
comparison results. This table shows that for most of the
data types except smurf attach type, our approach achieves
a reasonable amount of performance improvements over approach in [1]. For example for normal data type while our
proposed approach attained 2.14% error rate, approach proposed in [1] attained the error rate of 18.1447%. This is an
improvement of more than 16%. Similarly for land attack
type, there is an improvement of more than 99%.

8. THE IDS
In section 5, we detailed our approach towards getting the
most discriminating features for each attack type. So, now
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Figure 2: Table showing the eﬀectiveness of GA

Figure 3: Comparison results of our system and the approach proposed in [1]
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say that we know the most discriminating subset using our
method. An IDS should be able to detect malicious incoming
packets, in real time. We have a predeﬁned dictionary of
attack types(in KDD’s case, we have 23) and by using the
GA and SVM approach, we know the most discriminating
features for each attack type. So, an incoming packet could
be run under SVM to classify it as either normal or as one of
the attack types. Better still, if ﬁnding out the kind of attack
is not important to us and we just want the IDS to serve
as an alarm for attack packets,we could change our binary
discrimination strategy accordingly. If a data instance is
labelled as some kind of attack, then it is in class; otherwise
it is out-class. This way, we would be getting a diﬀerent
subset of most discriminating features which would be best
at discriminating attack packets from normal traﬃc packets.
The best part about this IDS is that all the memory intensive
computation for ﬁnding out the most discriminating subset
for a particular class is done oﬄine and is done only once.
So, there is a constant preprocessing overhead associated
with the IDS. And to top it oﬀ, it is very accurate with a
very low false positive rate.

9.

FUTURE WORK

In this paper, the development of an IDS using machine
learning techniques was described. The IDS was tested on
KDD CUP dataset and was found to more accurate than
any other existing IDS using machine learning. In future,
we would like to improve our IDS using multi objective optimization GA. Right now, we are using single objective GA
and we expect that by using multi objective GA, we will
improve the rate of error ﬁnding in our IDS. However, some
thought will need to be put into what other parameters can
be used as the other objective functions.
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